Abstract: Most existing performance evaluation methods concentrate on defining various metrics over a wide range of conditions and generating standard benchmarking video sequences to examine the effectiveness of a video tracking system. It is a common practice to incorporate a robustness margin or factor into the system/algorithm design. However, these methods, deterministic approaches, often lead to overdesign, thus increasing costs, or underdesign, causing frequent system failures. In order to overcome the aforementioned limitations, we propose an alternative framework to analyze the physics of the failure process via the concept of reliability. In comparison with existing approaches where system performance is evaluated based on a given benchmarking sequence, the advantage of our proposed framework lies in that a unified and statistical index is used to evaluate the performance of an automated video surveillance system independent of input sequences. Meanwhile, based on our proposed framework, the uncertainty problem of a failure process caused by the system's complexity, imprecise measurements of the relevant physical constants and variables, and the indeterminate nature of future events can be addressed accordingly.
Introduction
Automated video surveillance systems have been widely studied in the past decade. Because of its promise that it can monitor an area without human intervention all times, its applications can cover crime prevention [16] , pre-emptive interest protection [2] , national security [23] , etc. However, even though results of most present automated video surveillance systems are efficient in some cases, the evaluation of the robustness of an automated video surveillance system remains difficult given the requirement that a system should operate in all times and under varying conditions as, for example, changing weather conditions, number of subjects in the scene, and illuminations. Thus, the issue of evaluating the performance of automated video surveillance systems has become increasingly important. One conventional approach [6, 11] to performance evaluation is to generate ground truth from pre-recorded video sequences. List et al. [15] pointed out that the manual generation of ground truth is a time-consuming task and, thus, inevitably error prone. Performance evaluation algorithms based on comparisons with ground truth can be further classified according to the type of metrics employed [10, [17] [18] [19] [20] . In the case of foreground-background segmentation, metrics are useful to assess the overall segmentation quality on frame-to-frame basis but they do not provide an evaluation of individual object segmentation, because they are restricted to pixel-level discrepancy between the detected foreground and the ground truth [14] . Other smaller-scale evaluation frameworks include comprehensive approach [13] , frame-based and object-based metrics [1] , Label and Size Based Evaluation Measure (LSBEM) [21] , or Online parameter based approach [4, 24] . The aforementioned methods, deterministic approaches, usually reserve a robustness margin or factor, such as two or three times the expected number of subjects to be tracked or the strength of illumination, in the system design. This often results in overdesign, thus increasing costs, or underdesign causing frequent system failures from unexpected disturbances. Particularly, none of existing frameworks is able to provide a quantitative alternative to answer the question of how to improve the performance with the existing system, e.g. a redundant system setup, after they evaluate the performance of the desired automated video surveillance system. In this paper, we propose an alternative framework to analyze the failure process, examine the system reliability, and derive the average time duration between system failures for automated video surveillance systems. The proposed framework has the advantage of addressing the uncertainty of a failure process, which may be caused by the system complexity, imprecise measurements of the relevant physical constants and variables, and the indeterminate nature of future events. In addition, the proposed framework can provide a guideline of how to improve the reliability of an automated video surveillance system. The remainder of this paper is organized as follows. Section 2 introduces the concept of reliability. Section 3 describes our proposed framework for evaluating the reliability of automated video surveillance systems and determining how to improve its overall reliability. Section 4 illustrates our experimental results and Section 5 concludes the paper.
Reliability
Reliability [7, 22] is defined as the probability that a component or system can perform a required function for a given period of time, t, when used under stated operating conditions [9] . In other words, it is the probability of a non-failure over time. In terms of the interpretation of quality, reliability is concerned with how long the system continues to function once it becomes operational. A poor-quality system will likely have poor reliability, and a high-quality system will have a high reliability. To define the reliability in a system, three definitions must be made specific: (1) failures should be defined relative to the function being performed by the system; (2) the unit of time must be identified; (3) the system should be observed under normal performance such as environment, design loads, and operating conditions. The reliability can be expressed as
where T represents the time to failure of the system and T ≥ 0. R( ) ≥ 0, R(0) = 1, and lim →∞ R( ) = 0. If we define
where F (0) = 0 and lim →∞ F ( ) = 1, then F ( ) is the probability that a failure occurs before time . We will refer to R( ) as the reliability function and F ( ) as the cumulative distribution function (CDF) of failure distribution, and
as the probability density function (PDF). Thus, the failure rate function, λ( ), provides an instantaneous rate of failure at time , which is defined as
A suggestion of a failure rate function is shown in Figure 1 . Systems having the failure rate function in bathtub curve experience decreasing failure rates early in their life circle (burn-in), followed by a nearly constant failure rate (useful life), followed by an increasing failure rate (wear-out). In general, burn-in period in the system is caused by defective parts, contamination, or poor quality control. It can be reduced by quality control, screening, burn-in testing, and acceptance testing. Useful life period in the system is cased by random loads or human error. It can be reduced by component redundancy and excess strength. Aging and fatigue cause wear-out period in the system. It can be reduced by components replacement, preventive maintenance, and improved technology. Based on Equation (4), we can derive the reliability model,
and the mean time to failure (MTTF),
Proposed framework
Often governmental and private contract specifications require that each function being performed by the system must have a 90 percent or better reliability over a designed time. Thus, the objective of our proposed framework is to derive the reliability function, R( ), of the automated video surveillance system based on collected data and defined metrics. Furthermore, we can establish a unified probability describing the chance of the system running functionally over a designed time in a given environment.
In doing so, we perform a statistical test in order to accept or reject the hypothesis that the observed failure times come from a specified distribution. In general, fitting a theoretical distribution is preferred over empirically developing a model, namely nonparametric model, because empirical models do not provide sufficient information beyond the range of the sample data [9] . In reliability engineering the tails of the distribution are of most interest. Often the failure process is a result of some physical phenomena that can be associated with a particular distribution. If the sample is consistent with a theoretical distribution, then much stronger results are possible based on the properties of the theoretical distribution. Figure 2 illustrates our proposed reliability assessment for automated video surveillance systems.
In Figure 2 , test conditions represent an environment where the system is expected to operate. Conditions can be set to generic terms such as a predefined indoor illumination, randomly or regularly moving multi-object, etc. Once test conditions are established, we can perform iterative experiments to sample failure times, which of each failure time indicate how long the system can function in a predefined measurement. For example, the measurement is set to two randomly walking subjects should be tracked simultaneously by the automated video surveillance. If not, record the time period from the beginning of this experiment to the failure. Afterwards, we use Chi-Square goodness of fit test to Figure 2 . Illustration of our proposed framework for assessing the reliability of automated video surveillance systems.
determine which theoretical distribution can most appropriately represent the collected failure times because it does not have the restriction that location, scale, and shape parameters cannot be estimated from the data, as compared with Kolmogorov-Smirnov goodness of fit test. Chi-Square goodness of fit test compares a null hypothesis (H 0 ) with an alternative hypothesis (H 1 ) having the following form: H 0 : the failure times came from the specified distribution. H 1 : the failure times did not come from the specified distribution. In this paper, four theoretical distributions, exponential, weibull, normal, and lognormal are performed to describe the failure process of the system. A failure distribution that has a constant failure rate (CFR) is called an exponential failure law [7, 22] . Failures due to completely random or chance events will follow this distribution. It should dominate during the useful life of a system or component. The exponential distribution is one of the most common reliability distributions in this category. Weibull, normal, and lognormal distributions have failure rate functions that are not constant over time, thus providing a necessary alternative to the exponential failure law. In general, H 0 is accepted if the value of its test statistic is smaller than its critical value. In the meantime, parameters of each distribution are estimated from maximum likelihood estimators (MLEs). In particular, since Chi-Square goodness of fit test can only present if this data come from the specified distribution, we have the likeliness that multiple theoretical distributions are accepted [22] . Thus, least-square curve fitting is used to determine which distribution is the best fit in the pool of accepted theoretical distributions. In general, the bigger the value of the least-square curve fitting (index of fit), the better fit it is [22] . Once parameters of the specified distribution are derived, we can obtain the reliability model of an automated video surveillance system, which is based on Equation (2), under tested conditions.
System reliability improvement
Redundancy may play an important role in the design process, when individual component reliability has been established. Moreover, when it is inefficient to achieve the desired component reliability through inherent component design, redundancy may provide the only alternative. In addition, redundancy may allow for increased reliability against external environmental stress. Two or more components are in redundant configuration if all components must fail for the whole system to fail. If one or more components operate, the system continues to operate. Redundant component are represented by Figure 3 . Thus, the reliability for this new system, R ( ), can be represented as
where R ( ) represents the reliability function of component i and n is the number of redundant components. E is the event that component n does not fail and P(E ) is equal to R ( ). It is always true that
since it must be less than the failure probability of the most reliable component.
Experimental results
In our indoor real-time surveillance environment with dimensions of 30 m × 15 m × 3 m, one omnidirectional camera (IQeve3) is placed in the middle of the room to be monitored at a height of 3m. The camera is used to perform multiobject tracking. Cui's background differencing and radial profile analysis [5] are applied in this scenario for multi-object tracking. Omnidirectional images with a resolution of 320 × 320 pixels are obtained via an intranet connection at a maximum speed of 10 frames per second. The strength of illumination lied between 400 lux and 650 lux in our indoor environment.
Goodness of fit and curving fitting
During the experiments two subjects are randomly walking in the environment. Whenever the two subjects are not being tracked simultaneously by the system, we stop the experiment and record the failure time. This procedure is carried out repeatedly during the experiment. Figure 4 illustrates one video sequence from the experiments. In Figure 4 , two tracked subjects, who are marked with two red circles, are walking back and forth in the monitored environment. At time elapse 115 seconds, the system can only track one person, which is indicated by only one red circle. Thus, the failure time of this experiment is 115 seconds. We repeat the experiment again and collect 40 failure times. Table 1 summarizes Chi-Square goodness of fit and the least-square curve fitting for four theoretical distributions when the level of significance is set to 0.05. In Table 1 , only a Weibull distribution can represent the collected data. Since the estimated parameters for the Weibull distribution are β = 1 77 and θ = 122 in this case, the estimated reliability model of Cui's object tracking algorithm under our test environment with two randomly walking subjects is
and the failure rate function is λ( ) = 0 0145 122 0 77 (10) In Weibull distribution, β is referred to as the shape parameter. Its effect on the failure rate function can be seen in Figure 5 for several different values. Figure 5 shows that the failure rate function can be increasing or decreasing depending on the value of β. The value of the shape parameter β provides insight into the behavior of the failure process. Table 2 summarizes this behavior. An increasing failure rate can increase at a decreasing rate (concave), increase at a constant rate (linear), or increase at an increasing rate (convex), depending on β as shown in Table 2 . Thus, since in this case β is 1.7, the increasing failure rate increases at a decreasing rate (concave). θ is a scale parameter that influences both the mean and the spread, or dispersion, of the distribution. The effect of θ on the failure rate function is illustrated in Figure 6 for several different values. In Figure 6 , the slope of the hazard rate decreases as θ increases. In other words, as θ increases, the reliability increases at a given point in time. This parameter θ is also called the characteristic life, and it has units identical to those of the failure time.
Based on Equation (9), we can estimate the design life for a desired 90% reliability in our test environment with two randomly walking subjects by = 122 (− ln 0 9) 
Redundancy with Weibull
As mentioned before, redundancy may play an important role in the design process, when individual component reliability has been established. Moreover, when it is inefficient to achieve the desired component reliability through inherent component design, redundancy may provide the only alternative. In our case, the reliability function had been derived, as shown in Equation (9) . If two identical (and independent) components are used to form a redundant system (both must fail for the system to fail), according to Equation (7), the system reliability R ( ) is represented as
and R( ) = Figure 6 . Illustration of the effect of θ on the Weibull failure rate curve over time.
In particular, the failure rate function of the system formed from two redundant Weibull components can be represented as
where
Due to Equation (14),
is small for large values of and λ ( ) approximates the failure rate function of a single Weibull component. The result is similar to that of the two CFR components where the system failure rate asymptotically approaches CFR of a single component. Intuitively, the longer the system operates, the more likely it is that one of the components will fail, thus reducing the system to a single component. Based on Equation (12), we can estimate the design life by 48 seconds for a desired 90% reliability in our test environment with two randomly walking subjects, which increased around 40% as compared to a single component. Figure 7 illustrates the redundant system with video sequences. A subject tracked by camera 1 is circled in red and a subject tracked by camera 2 is circled in yellow in Figure 7 . Figure 7 (a) demonstrates a case where both subjects are always tracked by both cameras. Figure 7 (b) demonstrates a case where one of the two subjects is not tracked by camera 1 at 0 + 10 and 0 + 39, but it is still tracked by camera 2. Similarly, one of the two subjects is not tracked by camera 2 at 0 + 21, but it is still tracked by camera 1. This experiment demonstrates that the redundant system does not loose the track of subjects. As a result, this redundant system can accomplish higher reliability. The procedure of how to identify the same subjects in both cameras, namely consistent labeling, is beyond the scope of this paper. Calderara's method [3] is applied in our experiment.
Comparison
In order to demonstrate our proposed framework has comparable results of existing approach, Nawaz and Cavallaro's approach [8] is used. We have four different trials and two objects in the experiment. Trails 1 and 2 present a single tracking system experiment. Trails 3 and 4 present a redundant tracking system experiment. In trail 2, the experiment is conducted less than 34 seconds, which is derived by Equation (10) . In trail 1, the experiment is conducted more than 34 seconds. In trail 4, the experiment is conducted less than 48 seconds, which is derived by Equation (12) . In trail 3, the experiment is conducted more than 48 seconds. Whenever the two subjects are not being tracked simultaneously by the system, we stop the experiment. This procedure is carried out repeatedly during the experiment. We repeat the experiment for 40 times in order to collect respective mean and standard deviation numbers. Table 3 illustrates the experimental results. In table 3, it shows a redundant tracking system is more reliable than a single tracking system. In a single tracking system, the system is more reliable when it is operated less than 34 seconds. In a redundant tracking system, the system is more reliable when it is operated less than 48 seconds. In both cases, it shows comparable results as our proposed approach. Nevertheless, Nawaz and Cavallaro's approach is unable to give the failure time, which is important for the aspect of system design. Additionally, Nawaz and Cavallaro's approach does not provide a quantitative alternative to improve the overall system reliability, and a unified and statistical index to evaluate the performance of automated video surveillance systems.
Discussions
In essence, we need to determine if we should implement redundancy to improve the overall system reliability or improve the reliability of inherent component design. In our case, the inherent component design indicates the tracking algorithm. Thus, we need to know what the maximal reliability is that a system with identically redundant components can provide. The objective is to find the number of redundant components, n, so that
where is the cost of the component. B is the budget available for additional effort to improve the reliability of the system. Based on Equation (15), we should take the redundancy as the alternative to improve the overall system reliability if the maximal reliability that a system with identically redundant components can provide is bigger than the improved component design itself at a given budget B. Vice versa, we should take the improvement of inherent component design as the alternative to improve the overall system reliability. Moreover, the benefit of our proposed model is to provide a unified and statistical index to evaluate the performance of automated video surveillance systems. However, since the cause of failure in an automated video surveillance system is not limited to the case of two randomly walking subjects, two open topics in this area are: (1) multiple criteria can be added to test the failure of the system (drastic changes of illumination, changing distance between objects, the effect of CPU load). Accordingly, multiÂ∞dimensional probability density estimation (eq. multidimensional kernel density estimation) can be used to estimate the reliability model of the system. (2) The lack of completely available failure data and indeterminate nature of future events lead to the uncertainty problem. Thus, uncertainty analysis (eq. the combination of Maximum-Entropy Principle [8, 12] and Bayesian approach) of the derived reliability model is necessary, which can help to understand the applicability of the reliability model.
Conclusion
Most existing performance evaluation methods appear to be deterministic methods where a robustness factor such as two or three-times the expected number of subjects or the strength of illumination would be considered in the design. This often results in overdesign or underdesign. In this paper, we proposed a framework to analyze the failure process and determine the time to failure in automated video surveillance systems. With the help of the reliability model, we are able to introduce a unified and statistical index to evaluate the performance of automated video surveillance systems. Based on our proposed framework, the uncertainty problem of a failure process caused by the system complexity, imprecise measurements of the relevant physical constants and variables, and the indeterminate nature of future events can be addressed accordingly. In addition, the proposed framework can provide a guideline of how to improve the reliability of an automated video surveillance system. 
